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Executive Overview

Software developers are under increasing pressure scanning tools require expensive human security

to accelerate delivery of new applications. In a experts for management and analysis of results. They
recent survey, one-third (34%) of organizations also create an inefficient back-and-forth workflow
reported deploying code to production multiple between security and developers that bottlenecks
times per week—and another quarter (26%) deploy the delivery pipeline. This limits the number of new
multiple times per day.' But dependence on outdated applications that DevOps teams can produce each
legacy application security (AppSec) tools that scan year while increasing operating costs.

code for vulnerabilities is causing problems. Legacy

Legacy Scanning-Based AppSec Tools
Complicate DevOps

Almost half (43%) of all data breaches last year could be traced back to an application vulnerability—more
than doubling the percentage from the previous year.?2 DevOps teams are well aware of the problem—and

yet only 10% of organizations report repairing critical vulnerabilities satisfactorily and in a timely manner.® To
actually address the root of the problem, they need a different approach to test for application vulnerabilities.
Nearly half (42%) of organizations say testing happens too late in the DevOps life cycle; 36% report legacy
application scanning is hard to understand, process, and apply; and 31% find prioritizing vulnerability
remediation to be an uphill battle.*

The current strategy to application security for organizations is to stack up multiple tools and hope they
cover all the gaps and find all the possible vulnerabilities.’ Unfortunately, a patchwork of disconnected
AppSec tools and processes adds more noise than protection.

More than half of organizations say their security team has reached a tipping point where the number of
security tools in place adversely impacts their security posture and increased risk.® Many organizations today
deploy disparate application security solutions, including quick and full static code analysis (static application
security testing [SAST]), dynamic code analysis (dynamic application security testing [DAST]), software
composition analysis (SCA), fuzzing, and attack detection/prevention—which are ineffective in sorting actual
vulnerabilities from a sea of noise caused by false positives. To make matters worse, this complex legacy
AppSec “tool soup” is time-consuming to manage, requires multiple legacy scans for each tool, and can
actually slow development cycles.”

Legacy scan-based testing methods also require teams of human security experts to manually run tests

and interpret results before handing remediation recommendations back to developers to fix before the
code can be released. This back-and-forth workflow frustrates developers and puts them at odds with
security—impeding efforts to collaborate across teams. And at the end of the day, it makes AppSec incredibly
expensive to maintain without even contributing satisfactory results. A majority (69%) of organizations report
their security team spends more time managing security tools than effectively defending against threats.?
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More than a quarter (27%) of organizations need to
fix vulnerabilities once per day during development.
Another 35% have to make fixes every two to three
days.®

Manual AppSec Tools Elevate OpEx Costs In DevOps

Traditional AppSec testing methods (e.g., legacy scanning tools like SAST and DAST) are co-dependent with human
staff for management, interpretation of results, and remediation. This inefficient manual approach also impedes
collaborative workflows between development and security teams. By the time security teams run the tests, analyze
the results, and send off their recommendations for remediation, developers have typically moved far beyond the
specific chunk of code in question. They have to stop what they are doing and go back to address the vulnerability.

To make matters worse—this inefficiency is a best-case scenario for using legacy scanning tools. Very often,
organizations do not even have enough skilled security staff on their team. Here, nearly two-thirds (62%) of
DevOps teams report that their cybersecurity team is understaffed.”®

Demand for application security experts (as measured by job vacancy postings) has jumped by 74% over the last
five years—yet the measure of supply (number of searches for such jobs) has risen by only 13%." More than a
quarter of organizations (27%) cannot find a candidate with the right skills to fill their opening—and another 18%
are not in a position to hire.”?

As a result of this scarcity, salaries for trained cybersecurity experts are on the rise. Because businesses are
desperate to speed up deployment, the right set of skills can demand a premium at many companies. An
application security engineer with DevSecOps knowledge can lead to an average pay bump of 18%."® Companies
that cannot increase financial incentives for top security experts are at a competitive disadvantage for recruiting
and retaining staff."

When slow and cumbersome workflows combine with a rising cost for requisite staffing to run legacy scans and
analyze results, operating expenses (OpEx) for application security testing and mitigation costs trend upward.

Even if organizations are able to recruit all the necessary
staff members, organizations face rising security and

development staffing costs. The situation necessitates
a rethink of how organizations are approaching
application security.®
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Legacy Scanning Tools Are Slow — and Time is
Even More Money

Complex manual processes for AppSec also slow down the overall software development life cycle (SDLC).
This security bottleneck directly limits the number of applications that a company can develop and release in
a given year. Nearly half (48%) of firms feel that security is a major constraint on delivering software quickly.’®

More than half (55%) of AppSec professionals say

it is difficult to get development teams to prioritize
remediation of vulnerabilities—even if it is a performance
metric for developers.”

At the same time, most organizations (68%) say they have a mandate from the CEO that nothing should be
allowed to slow down the development process.”® While most development teams are evaluated on their
speed and productivity, the current mode of security testing degrades those measures—adding 17 hours per
week for each developer (nearly half their workload).”® And in fact, 61% of organizations admit to sometimes
or occasionally skipping legacy security scans to meet release cycle deadlines.?°

Because they require significant work by experts, it is impossible for traditional “outside-in" AppSec
approaches that rely on legacy signature-based models and scanning to match the pace of the digital
business.? For security to be seen as a benefit rather than an impediment to aggressive Agile and DevOps
processes, the slow and expensive AppSec bottleneck needs to be bypassed.

In a recent survey, 40% of organizations said they
spend an average of 8 to 12 hours for each legacy static

application security scan they run—and another 5%
spend a full day or more per scan.??
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The Need for Truly Integrated DevSecOps

The main intended benefits of DevOps and continuous integration/continuous development (CI/CD)
strategies come from reducing costs associated with downtime, infrastructure, and workflow. While fast
product delivery is vital to business success, that speed is a futile commodity if security is ignored just to
save time.?® Going to production without proper AppSec testing practices will only lead to a buildup of
defects that will cost organizations more in the long run.?*

Assuming only a SAST tool is used (which is rarely
the case as dast and other tools are typically used), it
takes an average of 650 hours to remediate a single

application in production at a cost of $46,150—versus
208 hours and $14,800 to remediate vulnerabilities for
an application in development.?®

Integrating security into DevOps (DevSecOps) can be a challenge. Less than half of organizations

(44%) currently have integrated their SAST or DAST legacy scanning tools into their CI/CD pipelines.?®
Organizations need integrated security tools that simplify security processes, eliminate human-dependent
workflows, and reduce operating costs. Gaining a competitive advantage in the market means intelligent
automation of processes, especially testing and verification of new code. But automating a broken process
will just fail faster.”
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Contrast Security provides the industry’s most modern and comprehensive Application
Security Platform, removing security roadblocks inefficiencies and empowering enterprises to write
and release secure application code faster. Embedding code analysis and attack prevention directly
into software with instrumentation, the Contrast platform automatically detects vulnerabilities while

developers write code, eliminates false positives, and provides context-specific how-to-fix guidance
for easy and fast vulnerability remediation. Doing so enables application and development teams to
collaborate more effectively and to innovate faster while accelerating digital transformation initiatives.
This is why a growing number of the world’s largest private and public sector organizations rely on
Contrast to secure their applications in development and extend protection in production.

C Contrast

240 3rd Street

2nd Floor

Los Altos, CA 94022
Phone: 888.371.1333
Fax: 650.397.4133

contrastsecurity.com



