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What types of attacks can Contrast
Application Detection and Response (ADR)
detect and block?

Contrast ADR is a critical platform that addresses a glaring visibility gap
In threat detection and response.

A sampling of the types of attacks ADR can
detect and block:

Cross-site
Scripting (XSS)

SQL injection /
NoSQL injection

Command Object Grqp_h Na_lvigation
. . : Language injection
njection (OGNL injection)

Java Naming and Unsafe
Directory Interface P oad
injection (JNDI) ILte upLloa

Unsafe
deserialization

Path traversal

ClasslLoader
manipulation

XML external
entities (XXE)

When it comes to looking into the application layer —the web
applications and application programming interfaces (APIs) where many
modern attacks originate and unfold —the app layer is a blindspot. That’s

why there’s been so much talk about ADR, which is being called "the
gap-bridging technology we need” to protect your applications.

Reduced risk Proactive threat prevention

Fewer false positives
Lower total cost
of ownership |
Automated protection

Comprehensive logging

ADR
technology

Improved

I compliance

Meets various compliance requirements

Easter Secure by design
time-to-market Reduces security bottlenecks

Enhanced Deep application insights

visibility

Informs strategic decisions

0 learn more about Contrast ADR and how it helps to sateguard your
organization’s applications, download your copy of our whitepaper,
The case for Application Detection and Response (ADR).
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https://owasp.org/www-project-web-security-testing-guide/latest/4-Web_Application_Security_Testing/07-Input_Validation_Testing/05.6-Testing_for_NoSQL_Injection
https://www.contrastsecurity.com/glossary/cross-site-scripting-prevention
https://www.contrastsecurity.com/glossary/command-injection
https://www.contrastsecurity.com/glossary/ognl-injection-ognl
https://www.contrastsecurity.com/glossary/log4shell
https://owasp.org/www-community/vulnerabilities/Unrestricted_File_Upload
https://www.contrastsecurity.com/glossary/path-traversal-or-directory-traversal
https://www.contrastsecurity.com/glossary/untrusted-or-insecure-deserialization
https://owasp.org/www-community/vulnerabilities/XML_External_Entity_(XXE)_Processing
https://www.contrastsecurity.com/security-influencers/qa-how-does-the-new-contrast-protect-classloader-manipulation-rule-block-spring4shell-and-future-exploits
https://www.contrastsecurity.com/the-case-for-application-detection-and-response-adr
https://www.facebook.com/contrastsec
https://x.com/contrastsec
https://www.linkedin.com/company/contrast-security/
https://www.youtube.com/@ContrastSecurity
https://www.contrastsecurity.com/

